
In the global fight against financial crime, and to comply with global legislation, ongoing 
monitoring for risk is essential. Equally important is that this monitoring is carried out in line 
with the risk-based approach (RBA), the acknowledged industry best practice standard, 
where the level of due diligence conducted is based on the level of perceived risk.

Financial crime is costly and pervasive
Our 2018 True Cost of Financial Crime1 survey questioned over 
2,300 individuals in senior management or C-suite roles across 
19 countries and found that financial crime is both costly and 
pervasive. Respondents spent an average of 3.1% of annual 
turnover trying to prevent financial crime during the year 
preceding the survey, but despite this, 47% had fallen victim  
to some form of corruption or fraud over the same period.  
In some cases, inadequate screening was partly to blame.

This does not mean to imply that screening alone can ever 
eradicate financial crime, but rather that screening remains one 
of our most effective tools in the early detection of potential 
risk. Our survey highlighted some significant gaps in ongoing 
monitoring, with respondents recording that an average of just 
59% of third-party vendors, suppliers or partners are monitored 
and reviewed on at least an annual basis. Insufficient initial 
screening at the time of on-boarding was also evident. Given 
the changing nature of risk, gaps like these mean that risk can 
enter third-party networks undetected, inadvertently allowing 
financial crime to flourish.

1 https://www.refinitiv.com/en/financial-crime-risk-management

Ongoing monitoring is crucial, but must  
be focused
Because risk changes over time, initial screening at the time of 
on-boarding a new customer or third party is not sufficient. The 
level of risk identified at that time may not remain static and any 
number of factors can have an impact, including, for example, 
jurisdictional changes or the emergence of adverse media. This 
means that compliance teams need to be adept at pinpointing 
new potential risk within the daily influx of new information – and 
this is not always easy, since the volumes of incoming data can 
be significant. Moreover, not all changes are material in nature 
and many do not warrant further investigation.

As globalization increases the size and spread of international 
third-party networks, organizations cannot hope to keep pace 
with each changing shred of data. Stretched compliance teams 
can no longer simply add more money and more staff into 
the mix to keep up with growing volumes of data, since this 
approach is not sustainable. While ongoing monitoring is a 
necessity, it needs to be undertaken in a strategic and intelligent 
fashion, with a focus on developing a more targeted approach to 
risk mitigation, and ensuring that effort is channeled to the areas 
of greatest perceived risk in line with the RBA.
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The Financial Action Task Force’s (FATF’s) 2014 publication 
entitled “Guidance for a Risk-Based Approach – The 
Banking Sector”2 defines the RBA as follows: “An RBA 
to AML/CFT (Anti-money Laundering/Countering the 
Financing of Terrorism) means that countries, competent 
authorities and financial institutions, are expected to 
identify, assess and understand the ML/TF (money-
laundering/trade finance) risks to which they are exposed 
and take AML/CFT measures commensurate to those risks 
in order to mitigate them effectively.”

 

Support for the RBA
Refinitiv research has consistently highlighted the struggle that 
many organizations face when screening and monitoring vast 
global third-party networks. We are therefore fully supportive 
of the RBA as an effective and recognized best practice means 
to concentrate valuable resources in the areas of greatest 
perceived risk.

The FATF report goes on to explain the rationale behind the 
approach embodied in the 2012 FATF Recommendations, stating 
that “One of the most important changes was the increased 
emphasis on the RBA to AML/CFT, especially in relation to 
preventive measures and supervision.” And further, that “The 
2012 Recommendations consider the RBA to be an ‘essential 
foundation’ of a country’s AML/CFT framework.”

The RBA is indeed widely supported, with new Wolfsberg Group 
guidance3 on sanctions screening (published in January 2019) 
strongly in favor of organizations adopting the RBA. 

Multiple benefits 
According to the FATF’s introduction to the 40 Recommendations, 
the RBA “allows countries, within the framework of the FATF 
requirements, to adopt a more flexible set of measures in order 
to target their resources more effectively and apply preventive 
measures that are commensurate to the nature of risks, in order 
to focus their efforts in the most effective way.”

The benefits of adopting this strategic approach are numerous 
and include:

• A reduction in the noise factor
• Greater accuracy in pinpointing areas of concern
• More strategic allocation of resources 
• The development of a more targeted response to risk that 

often leads to higher levels of compliance
• Cost savings
• Faster turnaround times 
• A more positive customer experience 

Challenges
It is important to note that implementing the RBA is not without 
challenges, many of which are outlined in the aforementioned 
FATF report. Two of these include:

• Identifying ML/TF risk 
The report highlights that “Access to accurate, timely and 
objective information about ML/TF risks is a prerequisite for an 
effective RBA.”
Access to reliable, structured data can empower compliance 
teams to streamline their due diligence processes and 
improve their operational efficiency. For example, features that 
tag and categorize changes to a third-party record according 
to materiality mean that remediation efforts can be focused 
only on the important data that has changed, lessening the 
time spent on review.

• Mitigating ML/TF risk 
The report also states that “when applying an RBA, banks, 
countries and competent authorities decide on the most 
appropriate and effective way to mitigate the ML/TF risk they 
have identified. This implies that they should take enhanced 
measures to manage and mitigate situations in which the ML/
TF risk is higher.”
Such measures include enhanced due diligence (EDD), which 
is the magnifying glass that delivers detailed and targeted 
information on any entity or individual anywhere in the world. 
Being able to access this critical intelligence empowers 
organizations to make informed decisions to avoid risk. 

2 http://www.fatf-gafi.org/media/fatf/documents/reports/Risk-Based-Approach-Banking-Sector.pdf
3 https://wolfsberg-principles.com/sites/default/files/wb/pdfs/Wolfsberg%20Guidance%20on%20Sanctions%20Screening.pdf
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Technology is the key differentiator
Technology is widely regarded as a key differentiator that 
delivers cost-effective solutions to optimize both initial screening 
and ongoing monitoring processes.

For example, the role of automation should not be 
underemphasized. Automation, especially of routine or repetitive 
tasks, can save significant amounts of time, but more importantly 
removes the human-error factor. It also frees compliance teams 
to focus on more important areas of risk mitigation.

Moreover, developments in machine learning and artificial 
intelligence (AI) can provide immediate, practical help for 
compliance teams tasked with analyzing volumes of content, as 
so often required in the age of big data.

Key features that reduce effort, increase productivity, and 
optimize screening and monitoring include, among others:

• Technology to tag updates in daily data flows, so that 
potentially important changes are not missed

• Tools to categorize and rank incoming information according 
to importance

• Tools to optimize the name matching process and limit false 
positives

• Features to automate and streamline processes

Tools such as these can offer invaluable help to compliance 
teams, enabling them to cut through the noise factor and 
focus attention on the areas of potential risk that need further 
investigation in the form of EDD. 

The right mix means you can work smarter
The essential toolkit for effective risk mitigation in line with 
the RBA is the right blend of leading-edge technology, and 
invaluable human experience and expertise. These tools should 
further be supported by ongoing initiatives to raise awareness 
and regular stakeholder training, both of which are highlighted in 
the FATF report.

The broad range of comprehensive and cost-effective tools 
available to deliver reliable data, automate processes, and 
optimize screening and monitoring means that compliance teams 
can work smarter within the confines of limited resources. As 
these teams are freed to focus their efforts on areas of greatest 
perceived risk in line with the principles of the RBA, they can 
become more effective in preventing financial crime within their 
organizations.

Given the vast percentage of survey respondents confirming that 
they had fallen victim to financial crime during a specified period, 
the importance of thorough screening, backed by more detailed 
and targeted EDD where medium or high risk is identified, should 
not be under-emphasized. Let us also not forget that the true 
cost of financial crime is far more onerous than the financial 
cost to organizations – it extends across the globe, affecting 
governments, societies and the lives of millions of individuals – 
and it is everyone’s responsibility to take the necessary steps to 
prevent this pervasive corruption.
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