Cryptic challenges

Managing AML compliance
in the virtual asset space
Against a backdrop of burgeoning online activity, exponentially growing cryptocurrency
markets and evolving legislation, crypto and virtual asset industry participants
have steep hurdles to clear. Technology, however, is stepping up to the plate with
innovations that can help market participants to navigate changing threats and meet
compliance obligations quickly and efficiently.
Post-pandemic ripples
The ripple effects of the Covid-19 pandemic continue to be felt across the financial services industry, especially
as they relate to exponential growth in digital activity.
Hand-in-hand with expanding online engagement, crypto markets have flourished – the International Monetary
Fund (IMF) reports that the market value of crypto assets in September 2021 was in excess of US$2 trillion,
a 10-fold increase from early 2020.
Unsurprisingly, financial criminals have been highly proactive in this space, leveraging the online boom to exploit
new opportunities to engage in illicit activities. Just one example can be found in sky-rocketing cryptocurrencylinked crime: Chainalysis reports that illegal addresses received a record US$14 billion in digital currencies in
2021, up 79% from the previous year.1
We have also seen rising levels of identity theft, with industry research revealing that nearly half (47%) of consumers
are aware that their personal information has been used without their permission.2
Faced with this fast-paced and ever-evolving landscape, crypto and virtual asset industry participants are squarely in
the spotlight as they strive to meet growing regulatory obligations and build positive customer engagement models.

1 https://www.reuters.com/markets/us/cryptocurrency-crime-2021-hits-all-time-high-value-chainalysis-2022-01-06/
2 Aite Novartica, Trends in Fraud in the Digital Channel, Fraud Inc. Pivoting to Scams

An LSEG Business

Cryptic challenges: Managing AML compliance in the virtual asset space

Regulators eye the crypto space
Regulators have understandably been focusing more on the crypto and virtual asset arena, which is little
wonder given the exponential growth over the last two years and the attendant need to mitigate financial
crime risk in these areas.
The global, cross-border nature of crypto assets has spawned intense criminal interest in these markets.
Chainalysis further reports that by early 2022, illicit addresses were reported to be holding more than US$10
billion worth of cryptocurrencies.3
Some examples of regulatory scrutiny across the globe include:
– Worldwide, the Financial Action Task Force (FATF) released updated guidance around virtual assets and
virtual asset service providers (VASPs)4 in 2021, requiring countries, amongst other things, to assess the
risks associated with the virtual asset industry, and to ensure that providers are supervised and monitored.
– In addition, the Travel Rule extends anti-money laundering and counter-financing of terrorism (AML/CFT)5
obligations to cryptocurrency transfers over a specified threshold and applies to VASPs such as
cryptocurrency exchanges and digital wallet providers.
– In the US, FinCEN views virtual currencies as the ‘preferred form of payment’ for illegal activities, and the
Office of Foreign Assets Control (OFAC)6 has targeted the cryptocurrency ecosystem, including individuals
and entities using cryptocurrency to advance illicit activities’. Also on the radar are financial services firms
and VASPs that knowingly or unintentionally enable this activity.
– In terms of the Travel Rule compliance, a Bank Secrecy Act (BSA) rule requires all FIs to pass on certain
information to the next FI, in certain funds transmittals involving more than one FI.
In Europe, the Crypto Travel Rule was mandated in the European Union on June 2021.7 The European
Commission published a proposal to regulate information accompanying transfers of funds and certain crypto
assets, which called for consistency with the FATF Travel Rule. At the same time, the crypto and virtual asset
industry is being impacted by other, interconnected factors that are disrupting the market, including rapid
and ongoing evolution. Examples of this evolution include the emergence of decentralised finance platforms;
crypto lending and the development of central bank digital currencies (CBDCs).
The landscape is further complicated where definitions are not yet cast in stone, with a case in point being
non-fungible tokens (NFTs).8 NFTs are digital assets that exist on a blockchain and can be bought and sold and
can include images, music or text. NFTs have not yet been fully classified – they may qualify as collectibles or
as virtual assets, meaning that any platform where they are traded could be viewed as a VASP and therefore
potentially subject to regulations.9
Combining these factors has created some significant hurdles for industry participants as they strive to meet
regulatory expectations. Remaining compliant against this backdrop can leave teams scrambling to put
solutions in place quickly, but they should be cautious as failure to implement holistic, integrated compliance
solutions can also lead to sub-optimal results. Disconnected or siloed solutions lack cohesion and can
negatively impact efficiency – and even hinder compliance.

Best-practice solutions
Given the potential for conflicting requirements to impact on compliance with developing legal and regulatory
obligations, to stay a step ahead of sophisticated financial criminals and ensure great customer experiences,
how can those in the virtual asset space best respond?
At Refinitiv we believe that the starting point is ensuring access to robust data and leading-edge technology.
These remain two of the most important elements of a best-practice response and can be used as the basis
for implementing a holistic approach to pinpointing potentially illicit activity and building a resilient compliance
framework.
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https://www.reuters.com/markets/us/cryptocurrency-crime-2021-hits-all-time-high-value-chainalysis-2022-01-06/
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Updated-Guidance-VA-VASP.pdf
AML/CFT Priorities (June 30, 2021) (fincen.gov)
https://www.fincen.gov/sites/default/files/advisory/advissu7.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0593
https://www.reuters.com/technology/what-are-nfts-2021-11-17/
https://cointelegraph.com/news/laundering-via-digital-pictures-a-new-twist-in-the-regulatory-discussion-around-nfts
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We can offer tangible and immediate help to companies navigating the challenges of anti-money laundering
(AML) compliance in the virtual asset space, including, for example, screening tools and digital onboarding.
Screening tools
Screening remains one of our most powerful tools in the fight against financial crime and illicit activity, since it
allows compliance teams to pinpoint potential risk early in the game.
With this in mind, we have combined our industry-leading World-Check® risk intelligence data with advanced
screening software to accelerate know your customer (KYC) due diligence processes and boost remediation
efficiency.
The result is our cloud-based World-Check One API, which delivers the full power of World-Check risk
intelligence via zero footprint API technology and captures illicit wallet addresses that are sanctioned.
The API allows the integration of large volumes of information and advanced functionalities into existing
workflows and internal systems to streamline the screening process for onboarding, KYC and third-party risk
due diligence.
Digital onboarding
The unprecedented growth of online activity has expanded opportunity for companies to offer seamless,
online processes and to create positive experiences from the moment clients are onboarded.
While there have been significant rises in, for example, payment fraud and identity theft, technology has
helped organisations to counter these threats, remain compliant and ensure top-notch customer engagement.
Digital onboarding helps by:
– Digitalising onboarding processes by replacing paper-based approaches with dynamic, client-friendly
experiences
– Lowering client drop-off rates
– Boosting compliance with regulatory requirements
– Speeding up previously time-consuming processes
– Lowering costs
Digital onboarding capabilities from Refinitiv®, are designed to empower our customers to verify identities
and screen for regulatory and financial risk. Our digital identity solutions leverage a powerful, proprietary
combination of digital identity verification, document proofing and risk screening, as well as our World-CheckTM
risk screening capabilities to ensure that regulated entities can meet KYC and AML requirements.
As 2022 unfolds, we expect a year of ongoing hyper-digitalisation, ever-present and growing financial crime
threats in the online domain and renewed regulatory scrutiny of virtual industries.
At Refinitiv, we have the data, the people and the technology needed to help our customers navigate
these changes and challenges. Our customers can benefit from our agile infrastructure and deep industry
knowledge as we deliver connected, holistic solutions that enable better compliance in the rapidly evolving
regulatory environment governing the crypto space.
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Refinitiv, an LSEG (London Stock Exchange Group) business, is one of the world’s largest providers of financial markets data and infrastructure. With $6.25 billion in revenue, over
40,000 customers and 400,000 end users across 190 countries, Refinitiv is powering participants across the global financial marketplace. We provide information, insights and
technology that enable customers to execute critical investing, trading and risk decisions with confidence. By combining a unique open platform with best-in-class data and expertise,
we connect people to choice and opportunity – driving performance, innovation and growth for our customers and partners.
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