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Agenda

08:00 - 09:00 Registration
MC: René Basson, Marketing Manager – MEA, Refinitiv

09:00 - 09:10 Welcome
Jonathan Paul, Head of Governance, Risk & Compliance Solutions – Africa, Refinitiv

09:10 – 10:00 Keynote 1: The Coalition to Fight Financial Crime
Michael Meadon, Market Development Manager - Risk, Refinitiv

10:00 - 10:30 Coffee break

10:30 – 11:15 Sanctions compliance 

• Recent sanctions developments in Mauritius and abroad 

• Best practice screening program design 

• Reference data screening and the Wolfsberg sanctions guidance 

• The challenge of complying with implicit sanctions 

• Practical implementation of screening controls: what are the key challenges and pitfalls?
Ernst Pienaar, Head of Content Specialists, Refinitiv 

11:15 - 12:15 The Power of World-Check 

• Using World-Check to minimise noncompliance risk and operational cost

• The World-Check roadmap 

• Investments in content and automation 

• Vessels and trade finance compliance 

• The challenge of Ultimate Beneficial Ownership 

• PEP Expiration – why this is the most powerful feature we are launching in 2019
Ernst Pienaar, Head of Content Specialists, Refinitiv 

Michael Meadon, Market Development Manager - Risk, Refinitiv

12:15 – 12:20 Close 
Jonathan Paul, Head of Governance, Risk & Compliance Solutions – Africa, Refinitiv

12:20 – 13:20 Lunch



THE COALITION TO 
FIGHT FINANCIAL 
CRIME
Michael Meadon

Market Development Manager - Refinitiv
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Discussion

Economic crime is a massive and growing problem and pose 

risks for business, the public sector and citizens

Public and private sectors are urged to take a public stance in 

this fight. Building trust and promoting collaboration is the way 

forward

Information sharing and the use of technology are needed to 

uncover criminal networks

This is not just a compliance issue but poses a risk to the 

integrity of the financial system
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Who is Refinitiv?
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Our DNA – as the world’s first Fintech with over 

a 150 year history

REUTERS 

3000XTRA

1964

1999

Private network links to 

Reuters  gives live prices 

from global stock, 

commodity, futures, 

derivative and bond 

markets as well as FX 

price makers.

1973

2010

Thomson Reuters 

launches next generation 

desktop Eikon, providing 

access to trusted news, 

data & analytics for the 

financial community

19811980

2016

Open platform approach 

taken to a new level with 

Eikon App Studio and 

Thomson Reuters 

Professional Developer 

Community (TRPDC)

2001

Reuters Market Data 

System launched to help 

clients integrate and 

distribute third-party data

2006

Thomson Reuters 

Enterprise Platform  

launches, delivering a 

massive decrease in 

latency in the movement 

of complex financial 

content between 

counterparties

RMDS TREP EIKON EIKON APP 

STUDIO

1850 18651858

Reuters Monitor 

Dealing Service 

launches enabling FX 

trades via video Quite 

literally the first Social 

Network

Market prices carried 

from New York to 

London for delivery 

around Europe on 

Stockmaster machines

Monitor Money Rates 

Service launches, 

creating the first 

electronic marketplace 

for FX

Launched Trading 

Room Architecture 

(Triarch) – our first API

Paul Julius Reuter used 

carrier pigeons and the 

new Calais-Dover cable 

to transmit stock 

market quotations

Reuters first to report 

President Lincoln 

assassination by 

telegraphing news to 

London

Cable from GB to US 

laid, enabling  Reuters 

to expand its expertise 

in global currency 

exchange

STOCKMASTER MONITOR TRIARCH DEALINGPIGEON CABLE TELEGRAPH

1989

Reuters launches 

Dealing 2000 enabling 

automated 

communication 

between traders and 

their back office

DEALING 2000

2013

Enabling firms to function 

and run their operations 

by delivering powerful 

content and technology 

solutions

ELEKTRON

2017

An open platform that 

supports an ecosystem 

where content, analytics 

and proprietary, customer 

and 3rd party technology 

come together to reveal 

hidden opportunities, 

potential risks and new 

pathways to profits

ELEKTRON DATA 

PLATFORM

2018
REFINITIV 

FORMATION



7
Sensitivity: Confidential

Who we are, what we do

Enabling Community and 
Connectivity 

– Connecting the global ecosystem 

to drive performance and 

innovation

– Supporting the industry to be more 

agile in trading and investing 

Managing Risk 
& Regulation

– Anticipate, proactively manage, 

and inform on risk and compliance

– Supporting global and expanding 

businesses manage risk across 

different geographies

Driving 
Performance

– Equipping customers with the 

data, insights, technologies, and 

expertise to succeed

– The rise of smarter humans with 

smarter machines

Leading insight and 

services for our industry’s 

most demanding 

business processes

Elemental source of 

mission critical data 

into our customer’s 

core workflow

Data, Analytics and Workflow Venues and Transactions Risk

• FX venues – Dealing, Matching, FXall

• Fixed income venues – D2D and D2C
• Messaging and chat

• Eikon Auctions and FI call outs

• News content workflow and analytics

• Indices and benchmarks
• Trading infrastructure and services

• Hosted transaction processing

• Pricing reference and entity data

• Execution management systems

• Anti-financial crime data and Enhanced 

Due Diligence solutions
• KYC/AML managed services and Utilities 

• Legal Entity Identifiers

• Enterprise Risk Management Technology

FXT
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About World-Check

World-Check® is our risk intelligence database 

It provides organizations with structured data from 

reliable and reputable public domain sources to help 

them fulfill their due diligence obligations and identify 

potential financial and related crime, as well as 

politically exposed persons (PEPs). 

• Anti-Money Laundering Legislation

• Foreign Corrupt Practices Act

• UK Bribery Act

• OECD Anti-Bribery Act

• Countering the Financing of 

Terrorism Legislation CFT/CTF

• UK Modern Slavery Act

• Conflict Minerals Legislation

• Dodd-Frank Act

• California Transparency in Supply 

Chains Act

• EU Timber Regulation (EUTR)-

FLEGT

• Australian Illegal Logging 

Prohibition Act

• Environmental Legislation

• PEP Screening – National/Global

• Sanctions Compliance

Meeting global legislation:

Sanctions

PEPs & RCAs

Law Enforcement

Regulatory 

Enforcement

Negative media

What is included in the data?
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Enhance Due Diligence Reports

Benefits:

Unparalleled knowledge, 

experience and coverage

High quality reports with a 

quick turnaround

A full service offering

A consistent, transparent 

flexible extension to your team

Reduced cost of ownership

Greater operational efficiency, 

greater transparency

Comprehensive coverage in all 

jurisdictions

A proven and trusted supplier 

to the industry

RESEARCH ELEMENTS INCLUDED IN STANDARD REPORTS
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Current state 
of affairs
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Money laundering continues 

to dominate the headlines…

‘EU drafts new money laundering laws 

following bank scandals’
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Collectively, we’re 1% from total 

failure…there’s a crisis of confidence
Money laundering is truly a global phenomenon 

–

Proceeds from criminal activity in some regions 

appear to be increasing exponentially

–

‘Technical’ compliance, rather than effectiveness, 

is at the center of the current AML system

–

Data protection rules will impede information 

sharing between the public and the private sector

–

Correspondent banks are terminating relationships 

with regional institutions (e.g. ‘de-risking’), creating 

barriers to entry and financial inclusion$0

$50

$100

$150

$200

$250

$300

$350

$400

$450

$500

1965 1970 1975 1980 1985 1990 1995 2000 2010

Chart: Estimated earnings from criminal activity in the 
US, billions (tax evasion excluded)

Trend line

Source: UN
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The size of money laundering is greater than 

any country’s GDPs, excluding the 10 largest

Refinitiv’s ‘True cost of financial crime’ report 

• $1.5 trillion in lost turnover

• $1.3 trillion spent on combatting financial crime (3.1% of annual 
turnover)

• 47% of firms have been a victim of financial crime

• 40 million are victims of modern slavery ($150 billion)

UN report

▪ 5% of global GDP in illicit proceeds from organised crime alone

▪ Less than 1% of proceeds are seized or frozen by law 
enforcement

Global Financial Integrity & IMF

• Organised crime worth $1.6T – $2.2T globally

• IMF study corruption would deliver an additional US$1 trillion in 
tax revenues annually
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Let's not forget the human cost. 

The current number of 

modern-day slaves is 

higher than the number of 

legal slaves in past 

centuries. It also exceeds 

the population of some of 

the world’s largest cities.

40M

Victims of Modern Day Slavery

24M

Population of 

Shanghai

15M

Population of 

Istanbul
Population of 

Beijing

21M
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Common challenges to perform due 

diligence and monitoring

• Compliance costs for banks and other players are significant and growing

• But, the cost of not complying is even higher

SUBSTANTIAL COMPLIANCE COST

• Despite proven demand for FS, the market has not yet met those demands

• Global regulators recognize and seek to curb financial exclusion

FINANCIAL EXCLUSION

• Technology advances increase the capabilities of bad actors

• Lack of regulatory standards on new technology limits ability to counter 
financial crime

RAPIDLY EVOLVING TECHNOLOGY

• Regulatory approaches differ significantly between jurisdictions

• Sometimes there are opposing requirements

COMPLEX REGULATORY ENVIRONMENT 
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The need for a 
collective response
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Together with WEF & Europol, we formed the 

Global Coalition to Fight Financial Crime

Global scope

to raise awareness and create a global standard 

of cooperation to replace regional safeguards

Representing different parts of the anti-

financial crime ecosystem, the Coalition 

has the expertise to advocate for more 

effective allocation of resources by 

promoting best-in-class approaches to:

• Financial crime management

• Risk intelligence

• Law enforcement capabilities

• Public-private information sharing

• Thought leadership



18
Sensitivity: Confidential

Identify key 
weaknesses in 

the current 
system

Advocate tangible 
reforms at political 
and policy levels

Enhance the 
effectiveness 
of the global 
AML regime

Key objectives 

identified

Mitigate financial crime by:

Five key objectives identified:

1
To raise global awareness of financial crime as 

a critical challenge with grave financial and 

human consequences

2
To promote more effective information sharing 

between public and private entities on a 

coordinated, global level

3
Propose mechanisms to identify emerging 

threats & best practice approaches to develop 

more robust money laundering systems and 

controls

4
To identify pain points in the current AML regime and 

propose solutions for addressing these

5
To support initiatives to assist governments 

and law enforcement to more effectively identify 

and seize the assets of criminals
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Substantial work linked to the Coalition’s 

objectives

1. Raise global awareness of 
financial crime as a critical 

challenge with grave financial 
and human consequence

WEF Davos Event 2019

Coalition Launch

Data analytics project: 
Human Trafficking

Social media campaign
reached 64 countries, 15 

million

2. Promote more effective 
information sharing between 

public and private entities

Promote the Future of 
Financial Intelligence 

Sharing project

Discussions with Policy 
bodies

Proposed SA event with 
FFIS

3. Propose mechanisms to 
identify emerging threats & 
best practice approaches to 

more robust ML controls

Regional WEF Events –
Digital Tools in the Fight 
Against Financial Crime

Nov. 21, 2018 Crypto 
Event

RUSI Financial Crime 2.0

Project

4. Identify pain points in the 
current AML/CTF regime and 

proposing solutions for 
addressing these

G7 Engagement

Engagement with global 
policy makers on 
AML/GDPR rules

True Cost of Financial 
Crime report

Generate political will to tackle financial crime

Ongoing engagement with G7

Slides 20 

& 23

Slide 

21

Slide 

22

https://www.youtube.com/watch?v=inLBxBauvdk
https://www.youtube.com/watch?v=QiYEDBY7jBI&list=PL3yfk5_UhFZ6qkS_W8fSfY7oPshe5D7Ga&index=2&t=186s
https://www.youtube.com/watch?v=zkhdP-ZYuEQ&list=PL3yfk5_UhFZ6qkS_W8fSfY7oPshe5D7Ga&index=3&t=0s
http://financial-risk-solutions.thomsonreuters.info/TrueCostFinancialCrime
https://www.future-fis.com/thought-leadership.html
https://www.youtube.com/watch?v=tAG1m4If-Nc
https://rusi.org/event/promoting-financial-integrity-inclusion-embracing-technology-and-avoiding-unintended
https://www.refinitiv.com/en/financial-crime-risk-management
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[2] There’s an urgent need to find common ground 

between conflicting regulatory requirements like 

AML and GDPR
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[3] We need to promote public-private 

partnerships and the use of technology Jurisdiction Model Led by

Canada – Project PROTECT Typology co-

development

Private 

sector

Netherlands – Terrorist Financing 

Taskforce

Analysts co-

location & 

typology 

development

Prosecutor-

led together 

with police

Hong Kong Fraud and Money 

Laundering Intelligence Taskforce

Tactical info 

sharing linked to 

typologies

Law 

enforcement

UK Joint Money Laundering 

Intelligence Taskforce

Tactical info 

sharing linked to 

typologies

Law 

enforcement

Australian Fintel Alliance Secondment 

based & analyst 

co-location

FIU

US Financial Crimes Enforcement 

Network

Case briefing for 

tactical info 

sharing

FinCEN

Singapore AML/CFT Partnership Typology co-

development 

only

Supervisor

Europol Financial Intelligence PPP Transnational 

typology 

development

Europol-led
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A new perspective on the financial crime 

challenge – a case study in banking instability

▪ 12 February: FinCEN accused ABLV of ‘institutional 

money laundering’

– Lost access to the USD funding market

– Within days there was a €600 million run-on-the-bank

Latvia

ABLV - one the largest banks in Latvia 

Country profile: €8.1 billion in foreign deposits, 

controlled by 26,000 shell companies

▪ Banking system represent 40% of Latvia’s 

GDP!

▪ 19 February: ECB suspended all payments
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However, that’s just the beginning… where 

did the illicit proceeds go?

Primary deposit flow Secondary deposit flow

Cyprus

UK

Czech Republic

Ukraine

Estonia

Russia

Switzerland

Germany

➢ Primary deposit flow and ‘flight-to-

safety’

▪ Germany

▪ Switzerland

▪ Russia

➢ Secondary deposit flow destination

▪ UK

▪ Ukraine

▪ Czech Republic

▪ Estonia

▪ Cyprus
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Future of Financial Intelligence Sharing 

(FFIS) research programme 

Understanding the role of public-private financial 

information-sharing partnerships to detect, prevent 

and disrupt crime.

www.future-fis.com



SANCTIONS 
COMPLIANCE
Ernst Pienaar

Head of Content Specialists - Refinitiv
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Overview: Where does Sanctions fit in World-Check data?

SENSITIVITY: CONFIDENTIAL  |  Refinitiv World-Check Risk Intelligence Data

The 5 main buckets

Sanctions

• Coverage of 
global sanctions 

• 250+ sanctions 
lists covered

• 100% coverage 
of explicit
sanctions

• Examples: 
OFAC, UN, 
DFAT, UKHMT, 
CANS

• Keyworded

• Implicit
(narrative) 
sanctions

Law 
Enforcement

• Entities and 
individuals 
wanted, 
investigated or 
arrested by an 
official law 
enforcement 
body

• Examples: 
Interpol, FBI, 
SFO, CBBI

• Keyworded

• MUICAC -
Mauritius 
Independent 
Commission 
Against 
Corruption

Regulatory 
Enforcement

• Individuals or 
entities against 
whom official 
regulatory 
administrative 
action has been 
taken

• World-Check 
crimes & related 
statutory 
offenses

• Keyworded

• MUFSC -
Mauritius 
Financial 
Services 
Commission

PEPs, RCAs 
and SOEs

• Coverage of 
politically 
exposed persons 
to the FATF & 
Wolfsberg
standards 

• Includes primary 
PEPs and 
Relatives & 
Close Associates

• Flex to cover 
local PEP 
definitions where 
they exist

• State Owned 
Enterprises

• Sub-categorized 

Negative 
media

• Individuals or 
entities reliably 
reported to be 
questioned, 
charged, 
wanted, or 
accused of a 
World-Check 
crime by a law 
enforcement or 
regulatory 
enforcement 
body

• World-Check 
crimes
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Aggregates and provides clients with 

access to: 

• Heightened risk individuals and entities 

• From public domain data (open source) 

which data is:

World-Check Sanctions data 

GLOBAL

World-Check records individuals in every habited location 

on earth – 245 countries and dependent territories – ISO 

3166-1

─ Global

─ Aggregated

─ Deduplicated

─ Structured

─ Consolidated 

─ Intelligence

─ Associated

─ Enhanced

─ Narrative

SENSITIVITY: CONFIDENTIAL  |  Refinitiv World-Check Risk Intelligence Data

Model and focus
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SENSITIVITY: CONFIDENTIAL  |  Refinitiv World-Check Risk Intelligence Data

World-Check Sanctions data

• Each record within World-Check represents only a single individual or legal entity

• For example, Hassan Abdullah Hersi Al-Turki (UID: 233012) is listed on 49 different government lists, but is 

only listed in World-Check as a single record with 20+ news articles

• Deduplication is a critical competitive advantage as it greatly decreases remediation efforts and simplifies match 

validation

Aggregated and deduplicated
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• Deduplication significantly reduces the number of 

record that need to be screened

• For Sanctions compliance, this can reduce 

workloads by well over 50%

World-Check Sanctions data

• SanctionSets contain only the data provided by the 

sanction body in World-Check format with World-

Check UIDs – transactional screening

0

5000

10000

15000

20000

25000

Raw Deduplicated

UN

SECO

UKHMT

OFAC

DFAT

CANS

EU

SENSITIVITY: CONFIDENTIAL  |  Refinitiv World-Check Risk Intelligence Data

Aggregated and deduplicated
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World-Check Sanctions data 

Individual

Individual

Individual

Individual

IndividualOFACCrime-

Narcotics

Individual

Individual

Corporate

Corporate

Corporate

Corporate

Corporate

Corporate

Corporate

Corporate

SENSITIVITY: CONFIDENTIAL  |  Refinitiv World-Check Risk Intelligence Data

Intelligence and associated
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Embargoes | country | transport

Embargoed (and non-

embargoed)

• Airport

• Aircraft

Embargoed (and non-embargoed)

• Sea ports

• Vessels/ships

─ Sanctioned/embargoed vessels

─ Non-sanctioned vessels that 
meet World-Check inclusion 
criteria

SENSITIVITY: CONFIDENTIAL  |  Refinitiv World-Check Risk Intelligence Data

Country | transport records
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SENSITIVITY: CONFIDENTIAL  | Refinitiv World-Check Risk Intelligence Data

Iran relevant content [IRAN-WC]

North Korea relevant content [DPRK-WC]

Islamic State relevant content [ISIS-WC]

All reports that are related to Iran / North Korea within World-Check are tagged with the IRAN-WC or DPRK-WC
keywords to screen against Iran and North Korea related risks and include:

• PEPs

• Listed content

• Risk records (organized crime, financial crime, etc.)

• All other records satisfying World-Check inclusion criteria

• All records on OFAC, UKHMT, EU and UN lists having a connection to Iran / DPRK

• Islamic State in Iraq and the Levant/al-Sham (ISIS/ISIL), for example, those reported to                                    be 
ISIS/ISIL leaders, members, facilitators, financiers, propagandists, foreign fighters and entities                              
associated with ISIS/ISIL.

Customers wanting full coverage on the Iran situation may take records on IRAN-WC

and IRAN-IEI keywords available with the World-Check extension/supplementary 

content in the Iran Economic Interest (IEI) specific data set.
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SENSITIVITY: CONFIDENTIAL  | Refinitiv World-Check Risk Intelligence Data

Data quality audits

– Sanctions content only is audited in particular:

OFAC, UKHMT, EU, UN, DFAT, CANS, HKMA, SECO, MAS, MINEFI, MFAT, JMOF

– Type-1 audit report (point in time)

– Factors such as the following are tested:

– Company controls, HR policies, etc.

– IT controls

– Third-party management

– Disaster management, access controls, etc.

ISAE 3000 audit performed by PriceWaterhouseCoopers to check our sanctions updates for 
Completeness | Accuracy | Validity

ISAE3000 attestation



Narrative 
Sanctions
Iran and Russia case studies
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Narrative Sanctions

Where a national or international “sanctions”* listing states that –

• Export or Trade Embargoes

• Financial Restrictions or Economic sanctions

• Asset freezes 

• Investment bans

not only applies to the individual / entity listed (explicit sanctions) also applies to an entity not sanctioned by 

name or appearing on a blocked or restricted entity list but covered by a narrative statement on a sanctions 

program extending sanctions to such non-listed entity (implicit sanctions)

*e.g.

An attempt at a definition: explicit vs. implicit sanctions
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Explicit sanctions are lists
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Narrative Sanctions

“Persons whose property and interests in property are blocked pursuant to an EO or regulations administered 

by OFAC (blocked persons) are considered to have an interest in all property and interests in property of an 

entity in which such blocked persons 

• own, whether individually or in the aggregate, directly or indirectly, a 50 percent or greater interest 

• any entity owned in the aggregate, directly or indirectly, 50 percent or more by one or more blocked 

persons is itself considered to be a blocked person

• The property and interests in property of such an entity are blocked regardless of whether the entity itself is 

listed in the annex to an Executive order or otherwise placed on OFAC's list of Specially Designated 

Nationals ("SDNs"). Accordingly, a U.S. person generally may not engage in any transactions with such an 

entity, unless authorized by OFAC.”

OFAC 50% Rule – 2008/2014
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Narrative Sanctions

“U.S. persons are advised to act with caution when considering a transaction with a non-blocked entity in which 

one or more blocked persons 

• has a significant ownership interest that is less than 50 percent or 

• which one or more blocked persons may control by means other than a majority ownership interest. Such 

entities may be the subject of future designation or enforcement action by OFAC.”

Approach?

• Ownership 25%+ (beneficial ownership)

• Control via voting rights or any other means

• Sanctioned Board Member or Senior Executive

OFAC 50% Rule – 2008/2014
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Narrative Sanctions Enforcement Actions

2016 Example of an OFAC settlement with an institution violating the 50% rule:

• Transactions with the subsidiary of a Zimbabwean SDN listed entity

• 159 apparent violations 

• $2.4M fine 

Key takeaway: 

“This settlement demonstrates that an enforcement response may be particularly appropriate, even when an 
individual or entity is not included on the SDN List, in response to apparent violations in which… the 
apparent violator is an institution that maintains direct customer relationships for entities that are beneficially 
owned, directly or indirectly, 50 percent or more by one or more SDNs”

2019 During this time period, the institution operated U.S. dollar accounts on behalf of the Islamic Republic of 
Iran Shipping Lines (IRISL) and several companies owned by or otherwise affiliated with IRISL, and 
managed the accounts of those companies in a manner that obscured the interest or involvement of IRISL in 
transactions sent to or through U.S. intermediaries.

OFAC 2016 / 2019 Settlement
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Narrative Sanctions

• ”Owning a legal person, group or entity" means being in possession of 50% or more of the proprietary rights of 

a legal person, group or entity, or having a majority interest therein. 

• Controlling a legal person, group or entity" means any of the following:

(a) having the right to appoint or remove a majority of the members of the administrative, management or supervisory body…;

(b) appointed solely as a result of the exercise of one's voting rights a majority of the members of the administrative, 

management or supervisory bodies…;

(c) controlling alone, pursuant to an agreement with other shareholders in or members of a legal person, group or entity, a 

majority of shareholders' or members' voting rights…;

(d) having the right to exercise a dominant influence over a legal person, group or entity, pursuant to an agreement…;

If any of these criteria are satisfied, it is considered that the legal person or entity is controlled by another person 

or entity, unless the contrary can be established on a case by case basis 

EU 50% Rule
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Narrative Sanctions

All Member States shall, in accordance with their respective legal processes, freeze immediately the funds, 

other financial assets and economic resources which are on their territories at the date of the adoption of this 

resolution or at any time thereafter, that are owned or controlled, directly or indirectly, by the persons or 

entities designated by the Committee or by the Security Council as being engaged in or providing support for, 

including through other illicit means, DPRK’s nuclear-related, other weapons of mass destruction-related and 

ballistic missile related programmes, or by persons or entities acting on their behalf or at their direction, and 

ensure that any funds, financial assets or economic resources are prevented from being made available by their 

nationals or by any persons or entities within their territories, to or for the benefit of such persons or entities; 

S/RES/2094 (2013) / S/RES/2270 (2016) / S/RES/2321 (2016) / S/RES/2371 (2017) / S/RES/2375 (2017) / 

S/RES/2397 (2017)

10. Decides that the measures specified in paragraph 8 (d) of resolution 1718 (2006) shall apply also to the 

individuals and entities listed in Annex I and II of this resolution and to any individuals or entities acting on their 

behalf or at their direction, and to entities owned or controlled by them, including through illicit means; 

United Nations Resolution 1718 (2006) North Korea (DPRK)
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Narrative Sanctions 

“The property and interests in property of the Government of Libya, its agencies, instrumentalities, and 

controlled entities, and the Central Bank of Libya, as well as individuals listed on an Annex to the Executive 

order, are blocked and may not be transferred, paid, exported, withdrawn, or otherwise dealt in pursuant to the 

order.” 

OFAC Libya: 2011 (lifted)
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Narrative Sanctions 
UN Libya: 2011

UN sanctions have implicit sanctions extensions as well. 

UNSCR 1970 on Libya (February 2011)

“Decides that all Member States shall freeze without delay all funds, other 

financial assets and economic resources which are on their territories, 

which are owned or controlled, directly or indirectly, by the 

individuals or entities listed in annex II of this resolution or designated 

by the Committee established pursuant to paragraph 24 below, or by 

individuals or entities acting on their behalf or at their direction, or by 

entities owned or controlled by them”

Annex II (Asset 
Freeze)
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Narrative Sanctions 

Government of Syria (its agencies, instrumentalities, and controlled entities), and banns the importation of 

petroleum and petroleum products from the Syrian Petroleum Sector and provision of services and 

investments for and in Syria by US Persons.

OFAC Syria: 2011
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Narrative Sanctions 

The E.O. blocks all property and interests in property of the Government of Iran, the Central Bank of Iran and all 

Iranian financial institutions (regardless of whether the financial institution is part of the Government of 

Iran)….

Secondary sanctions introduced:

• Expose non-US persons to US designation risk if they 
engage in nuclear-related sanctionable activity 

OFAC Iran: 2012
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Narrative Sanctions 

Iran Threat Reduction and Syria Human Rights Act, August 
2012 (ITRSHRA):

• Purchasing, subscribing to, or facilitating the issuance of 
sovereign debt of the Government of Iran or debt of any entity 
owned or controlled by the Government of Iran, including 
bonds.

• Blocking of all property and interests in property subject to U.S. 
jurisdiction for officials, agents, or affiliates of the Iran’s 
Revolutionary Guard Corp (IRGC)

OFAC Iran: 2012
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World-Check Sanctions data
Islamic Revolutionary Guard Corps – SDN
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Narrative Sanctions: 50% rule 

2 out of 5 types of sanctions regimes instituted:

Asset freezes (SDNs)

Restrictions on financing (Sectoral Sanctions) – new debt / equity

EU (833/2014)

a legal person, entity or body … whose proprietary rights are directly or indirectly owned for          

more than 50 % by an entity listed

US (EO 13662)

Any entity owned (50% or more) by a listed person

Owned in the aggregate, directly and indirectly

Russia OFAC / EU Sanctions – 2014 - 2018
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* Countering America's Adversaries Through Sanctions Act

Narrative Sanctions 

Section 228 of CAATSA* amends SSIDES by inserting a mandatory sanctions provision on foreign persons

• Knowingly facilitate significant transactions, including deceptive or structured transactions, for or on behalf of 

any person subject to U.S. Russian sanctions

• Their child, spouse, parent, or sibling 

Foreign FI’s face correspondent account or payable 

through account sanctions if US determines that 

they knowingly facilitate significant financial 

transactions on behalf of any Russian person 

designated as SDN

OFAC Russia: April 2018
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Narrative Sanctions 

Sectoral Sanctions Identifications List (the “SSI List”) - EO 13662 - Prohibited transactions by U.S. 

persons or within the United States

•transacting in, providing financing for, or otherwise dealing in new debt (bonds, loans, extensions of credit, 

loan guarantees, letters of credit, drafts, bankers acceptances, discount notes or bills, or commercial paper) 

of longer than 30/90 days maturity or 

•new equity (stocks, share issuances, depositary receipts, or any other evidence of title or ownership) for 

these persons, their property, or their interests in property. 

Russia OFAC Sectoral Sanctions – 2014 - 2018
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Narrative Sanctions 

“OFAC also applies a 50 percent rule to entities on the Sectoral Sanctions Identification List (SSI List) created in 

July 2014 in the Ukraine-related sanctions context. The property and interests in property of persons on the SSI 

List (and entities owned 50% or more in the aggregate by one or more persons subject to the SSI List restrictions) 

are not required to be blocked; instead a more limited set of transaction restrictions applies to them.”

Russia OFAC Sectoral Sanctions – 2014 - 2018
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Narrative Sanctions 

EU No 833/2014 – 31 July 2014 - Article 5 

It shall be prohibited to directly or indirectly purchase, sell, provide brokering or assistance in the issuance 

of, or otherwise deal with transferable securities and money-market instruments with a maturity exceeding 

30/90 days of:

•a legal person, entity or body established outside the Union whose proprietary rights are directly or 

indirectly owned for more than 50 % by an entity listed in Annex III;

Russia EU Sectoral Sanctions – 2014 - 2018
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Narrative Sanctions 

All transactions related to, provision of financing for, and other dealings in 

the following by a United States person or within the United States are 

prohibited: 

(i) new debt with a maturity of greater than 90 days of Petroleos de 

Venezuela, S.A. (PdVSA); 

(ii) new debt with a maturity of greater than 30 days, or new equity, of the 

Government of Venezuela, 

(iv) dividend payments or other distributions of profits to the Government 

of Venezuela from any entity owned or controlled, directly or indirectly, by 

the Government of Venezuela. 

The term ‘‘Government of Venezuela’’ means the Government of 

Venezuela, any political subdivision, agency, or instrumentality thereof, 

including the Central Bank of Venezuela and PdVSA, and any person 

owned or controlled by, or acting for or on behalf of, the Government of 

Venezuela. 

Venezuela OFAC Sectoral Sanctions – 2017
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Restrictions on Financing 

Financial Instruments covered by World-Check:

ISIN – International Securities Identification Number

CUSIP – USA Committee on Uniform Security Identification Procedures

SEDOL – UK Stock Exchange Daily Official List

New Debt and New Equity 
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Narrative Sanctions 
World-Check keyword solutions

INSAE-WC = International sanctions relevant entity World-Check data

Covers all entities (not individuals) owned or controlled by or associated to a sanctioned (UN, EU, OFAC, UKHMT) country, 

individual or entity within World-Check. 

RSSRE-WC = Russian sectoral sanctions relevant entity World-Check data

Covers all entities connected, related, associated, affiliated or linked to, or owned or controlled by Russian OFAC (keyword UKR-

EO13662) and EU (EUFSR-RUS) sectoral sanctioned companies within World-Check. Data that has been organized and 

structured under the RSSRE-WC keyword conforms to the World-Check Entity and State Owned Enterprise research guidelines. 

CAATSA228-WC = Relatives of UKR/RUS Specially Designated Nationals

The CAATSA228-WC keyword identifies in World-Check close relatives (child, spouse, parent, sibling) of a person subject to 

sanctions imposed by USA relating to Ukraine/Russia in terms of CAATSA Section 228.

VEPTRE-WC = Venezuela Prohibited Transactions Relevant Entity World-Check Data

The  VEPTRE-WC keyword covers all entities connected, related, associated, affiliated, linked to, owned, or controlled by 

Petroleos de Venezuela SA (PdVSA),  the Central Bank of Venezuela, as well as any entity owned or controlled (directly or 

indirectly), or acting on behalf of the Government of Venezuela within World-Check per US Executive Order 13808.  
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Narrative Sanctions 
World-Check keyword solutions

INSAE-WC

RSSRE-WC

INSAE-50-WC

RSSRE-50-WC

EUFSR-RUS-50-WC

RSSRE-DIR1-WC
RSSRE-DIR2-WC
RSSRE-DIR3-WC
RSSRE-DIR4-WC



THE POWER OF 
WORLD-CHECK
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THE POWER OF WORLD-CHECK

Michael Meadon

Market Development Manager, Risk

Refinitiv

Ernst Pienaar

Head of Content Specialists, 

World-Check

Refinitiv
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World-Check: 
background & content
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About World-Check

World-Check® is our risk intelligence database 

It provides organizations with structured data from 

reliable and reputable public domain sources to help 

them fulfill their due diligence obligations and identify 

potential financial and related crime, as well as 

politically exposed persons (PEPs). 

• Mauritius: FIAMLA, Prevention of 

Corruption Act, Dangerous Drugs 

Act 

• Anti-Money Laundering Legislation

• Foreign Corrupt Practices Act

• UK Bribery Act

• OECD Anti-Bribery Act

• Countering the Financing of 

Terrorism Legislation CFT/CTF

• UK Modern Slavery Act

• Conflict Minerals Legislation

• Dodd-Frank Act

• California Transparency in Supply 

Chains Act

• EU Timber Regulation (EUTR)-

FLEGT

• Environmental Legislation

• PEP Screening – National/Global

• Sanctions Compliance

Meeting global legislation:

Sanctions

PEPs & RCAs

Law Enforcement

Regulatory 

Enforcement

Negative media

What is included in the data?
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Why do organisations use risk intelligence 

databases like World-Check?

Key Reasons to use World-

Check Risk Intelligence:

Far beyond sanctions

Early warning system

Truly global research

PEPs and their associates

Highly structured information

Driving operational efficiency

Strict Quality-Controlled 

Inclusion Criteria

AI-powered negative media 

coverage

Proof of Due Diligence

Who uses World-Check?

Clients in 170+ countries, including:

The world’s 

largest banks

Fortune 500 

companies

300+ government 

and intelligence

agencies

Global coverage, local knowledge

• 400+ researchers situated on 

five continents

• 90+% of World-Check 

researchers speak two or more 

languages

• Native-speaking researchers 

pick up on the subtleties in the 

text in a way that multilingual 

speakers do not
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62

World-Check benefits at a glance

• Global operation covering five continents

• Around-the-clock global research 

coverage

• 2014 Interpol commendation: global 

contribution to curb financial crime

• Coverage of 245 countries and territories 

• Comprehensive database, with over 4 

million records of individuals and entities 

from every habited location

• 700+ sanctions, watch and regulatory & law 

enforcement lists monitored

• Local and international government records

• Company information and regulatory filings

• Country-specific data sources

• International adverse electronic and 

physical media searches

• English and foreign language data sources

• Relevant industry sources

• Keyworded content

• Stringent quality control at verified internal 

process standards

• For its completeness, accuracy and 

validity, our sanctions research process 

received ISAE 3000 certification

• Ethical approach – only use open source 

information

• Each record is compiled by following 

structured methodology

• Analysts required to adhere to stringent 

research guidelines and inclusion criteria

• 400+ domain specialists

• Specialist research teams run across topics 

such as sanctions, PEPs, financing of 

terrorism

• Work with state and federal government on 

specialists projects

• Over 65 local languages spoken by analysts

• +90% of World-Check analysts speak two or 

more languages

• Analysts monitor areas based on their 

language capabilities, skill sets and subject-

matter expertise

• Industry relevant qualifications such as 

CAMS and MLRO among our analysts

World-Check data is used to assist in the prevention of financial crime and to assist our customers

to manage and combat customer, and third-party risk.

RESEARCH 

METHODOLOGY

BREADTH AND DEPTH 

OF INFORMATION

GLOBAL OPERATIONAL 

FOOTPRINT

SUBJECT-MATTER 

EXPERTISE
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What is included in the data?
The 5 main buckets

Sanctions

• Coverage of 
global sanctions 

• 250+ sanctions 
lists covered

• 100% coverage 
of explicit
sanctions

• Examples: 
OFAC, UN, 
DFAT, UKHMT, 
CANS

• Keyworded

• Implicit
(narrative) 
sanctions

Law 
Enforcement

• Entities and 
individuals 
wanted, 
investigated or 
arrested by an 
official law 
enforcement 
body

• Examples: 
Interpol, FBI, 
SFO, CBBI

• Keyworded

Regulatory 
Enforcement

• Individuals or 
entities against 
whom official 
regulatory 
administrative 
action has been 
taken

• World-Check 
crimes & related 
statutory 
offenses

• Keyworded

PEPs, RCAs 
and SOEs

• Coverage of 
politically 
exposed persons 
to the FATF & 
Wolfsberg
standards 

• Includes primary 
PEPs and 
Relatives & 
Close Associates

• Flex to cover 
local PEP 
definitions where 
they exist

• State Owned 
Enterprises

• Sub-categorized 

Negative 
media

• Individuals or 
entities reliably 
reported to be 
questioned, 
charged, 
wanted, or 
accused of a 
World-Check 
crime by a law 
enforcement or 
regulatory 
enforcement 
body

• World-Check 
crimes
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Designing a screening 
programme
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A Risk-Based Approach to Managing Customer & Third Party Risk

Collect sufficient 

information to 

manage your risk. 

For customers, 

this includes 

source of funds, 

nature of business 

and UBO. Not 

just ID&V. 

For suppliers this 

includes UBO, 

directors, fourth 

parties, supply and 

cyber risks

Customer / 

supplier 

onboarding

Determine the 

inherent 

corruption, 

AML/CFT, and 

sanctions

risks associated

with clients or third 

parties.

Ideally this should 

be driven by an 

Institutional Risk 

Assessment 

informed my a 

National Risk 

Assessment and 

other objective 

information.

Understand

inherit risks

Conduct due 

diligence by 

screening clients,  

suppliers, and 

related parties 

against global PEP, 

sanctions, law 

enforcement, and 

negative media 

data.

Use a combination 

of KYC, inherent 

risk, geographical 

risk, materiality and 

screening results 

information to risk 

classify

Screen & 

classify

Conduct detailed 

background 

checks on any 

heightened risk 

individuals or 

entities to further 

investigate and 

document any 

regulatory, 

supplier or 

reputational risks 

they may pose

Further due 

diligence

Continuously 

monitor clients for 

any change in 

status and risk 

levels. This 

includes re-

screening and 

transaction 

monitoring, as well 

as periodic 

KYC/KYS/KYX 

refresh. 

Ongoing

Monitoring & 

screening & 

refresh

Take steps to 

mitigate risks 

identified, 

including by 

exiting 

relationships and 

reporting to 

regulators where 

appropriate

Risk 

management & 

reporting

Roll out a detailed 

compliance 

training program to 

all staff. Being 

able to identify 

possible ABC and 

AML/CFT risks is 

a key job 

requirement for all 

staff.

Ensure a culture 

of compliance 

exists, including 

the right “tone 

from the top”

Train and 

educate
Y/N
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KYC or vendor 

onboarding 

system

World-Check and Media-Check

Country Risk Ranking

EDD

World-Check

Compliance

Learning

Customer / 

supplier 

onboarding

Understand

the risks

Screen & 

classify

Further due 

diligence

Ongoing
Monitoring & 
screening & 

refresh

Risk 

management 

& reporting

Train and 

educate

Partner
Data, Platform Subscriptions 

and Products
Managed ServiceKEY

GoldTier

Connected Risk

Partners

KYC as a Service

SRS SRS



67
Sensitivity: Confidential

Risk based approach to list management

Three key questions to ask: Screen what (e.g. customers, payments, employees), against which lists and how often? 

“Minimally Viable” Screening 

programme

What: All customers and relevant related 

parties (e.g. UBOs) and all cross-border 

transaction.

Which lists: Sanctions (UN and implicit 

sanctions like INSAE-50-WC) and PEPs. 

Payments against sanctions only. 

How often: Customers – daily (banks) but 

others can be less often (e.g. weekly or at 

pay-out for insurance). Transactions –

prior to execution. 

“Middle of the ground” screening 
programme

What: All customers, related parties, 
cross-border transactions and material 
or risky domestic payments. Reference 
data screening (e.g. ISINs if relevant). 
Employees and suppliers. 

Which lists: As before, but with further 
sanction lists like OFAC, UKHMT, and 
sectoral sanction lists if relevant (e.g. 
RSSRE). Selected structured adverse 
media (e.g. post conviction categories)

How often: Daily. Transactions – prior to 
execution. 

“Significant” screening programme 

(example)

What: All customers, wide set of 

reference data, all transactions for 

sanctions (prior to execution) and look-

backs against other data (e.g. PEPs)

Which lists: All of the World-Check data, 

plus unstructured adverse media data 

(e.g. Media-Check) 

How often: Daily. Transactions – prior to 

execution for sanctions. Regular look 

backs (e.g. weekly).  
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PEP Expiration
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Problem Statement: For how long after leaving office is a PEP a PEP?

Different countries have varying standards, but in South Africa FICA specifies it’s 12 months after leaving office.  

PEP Expiration – reduce alert volume by not over screening

PEP ROLE PEP ROLE 

LEVEL

PEP POSITION PEP BIOGRAPHY PEP ROLE 

STATUS

TERM START 

DATE

TERM END 

DATE

State presidential 

Candidate

PEP N Candidate Democratic Party candidate for US President in 

2016 general election

Current Jul 2009

Secretary of State PEP N Secretary of State US Secretary of State Current Jan 2009

Government Official PEP N Government Official Member of US National Security Council Former Jan 2009 Feb 2013

Senior Official – SOE PEP N Senior Official –

SOE

Member of the Board of Directors for The 

Broadcasting Board of Governors

Former 2009 2013

Federal Senator PEP N Member of 

Legislature

Federal senator for the State of New York Former Unknown Unknown

Existing PEP 

Sub-category field

Existing PEP 

Position field

PEP Status = Active | Inactive | Unknown
Calculated value based on the aggregate Role statuses of each PEP 

AND the status of any connected Primary PEPs

Solution: The biography section of the PEP record is restructured in a new multi-value field to clearly indicate the details of 

each PEP role. This allows a client to define PEP expiration that is shorter than the World-Check default expiration and 

therefore exclude that record from re-screening.  
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PEP Expiration in action

The same information, displayed differently with clearly 

defined separators, in the Data-File download. 

The PEP status value in the biography is clearly defined in 

this multi-layered structure   

• Role 

• Role Level 

• Position

• Current, Former  or Unknown

• Term start and finish date

• PEP role bio

New C6 Update Classification
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Back-end set up
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World-Check data 
updates
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Politically Exposed Persons 
Current sub-categories 

SOE

SIE

SOE – 50% or more direct ownership by government; 
50% or more indirect ownership.

SIE – where the government/state holds more than 10%
and equal to 50% direct, indirect and combined indirect. 

• Allows risk ranking and risk-based filtering
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Politically Exposed Persons (PEPs)

• Further granular PEP filtering

• Release date TBC – 19Q4 or 20Q1

AE = Close Associate Entity

PEP IO-AE PEP SN-AE

PEP RO-AE PEP L-AE

PEP N-AE PEP NG-AE

SE = Senior Executive SOE

PEP SN-SE

PEP N-SE

PEP L-SE

New Sub-categories

SOE = State Owned Entity

SOE-SN

SOE-N

SOE-L
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Identifier Enrichment Project (updates)
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Records created with identifier
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• Terrorism category – split between pre- and post-conviction

• Blacklist category (removal)

• Last review date addition

• Sanctions related keyword type change – making implicit sanctions easier to identify

Miscellaneous 
Further updates 
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Politically Exposed Persons (PEPs)
PEP association links growth



79
Sensitivity: Confidential

World-Check 1 
updates
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Structured vs unstructured adverse media
Complimentary datasets

PEPs, RCAs, SOEs 
and SIEs

Negative Media

FATF (Financial Crime) 
predicate offences “structured”

Media Check

All negative media inc. non-Financial 
(reputational) risks.

Predicate offence content captured in WC 
data; WC does not cover non-financial crime 
risks (eg murder of passion, reports of sexism, 
racism or homophobia). WC has strict inclusion 
criteria

Unstructured text based content such 
as news content, provides coverage of 
all negative content including financial 
crime and reputational risks.

Official
Lists

Sanction, Watch & Regulatory And Law Enforcement Lists 

Politically Exposed Persons, Relative or Close Associate, 
State Owned Entities and State Invested Enterprises.
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Unstructured adverse media screening for Media-Check

Screen for an Entity

Once your client administrator has enabled Media-Check and associated 
group settings, begin by screening for an entity name and entity type.

Switch to Media-Check

You will be presented with the WC matches, in order to view media matches, 
select the Media-Check page.
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Media Check in action

Smart Filter toggle
The smart filter finds articles that 
include risk keywords impacting the 
screened entity and any name 
variations.

Case report exports
You can export articles attached to 
the case by selecting Export > Case 
Report and select Headline Only or 
Full text

Media resolution
You can select and attach up to 50 
articles to each case including the 
Risk assessment level and any 
notes.

Matched entity filter
Use the entity filter to see the count 
of articles per matched entity and 
to filter articles.

Narrow results
Further filter results by using the 
Filters panel. Enter additional 
keywords or select from pre-
defined regions/countries, article 
topics, and Publication type filters.

Duplicates filters
Near exact duplicate articles are 
automatically grouped together, 

the group. 

Article topics
Easily identify the AML topics that 
each article references.

Results view
Switch between All Matched 
Articles and previously attached 
articles to see any media 
attached to the case.

Once you have selected the Media-Check page you will be presented with a list of article headlines matching your screening criteria.  On the left you will find the filter 
panel that allows you to further refine your search results and on the right a set of matching article headlines will be displayed.  From here you can click each headline 
to view the full text or multi-select articles to attach to a case.
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1. From the main screening menu 

choose Vessel Check
2. Enter the IMO number or the 

Name of the Vessel

3. Activate Search

Vessel Check on World-Check One

1

2

3

Partnership with IHS Markit – available now



84
Sensitivity: Confidential

1. No matches found

2. Matches for further scrutiny choose the live (blue) 

vessel name to get to further details 

1

2

Vessel Check in action on World-Check One

Results of a Vessel search and next steps
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1. Further scrutiny of a 

matched record. Here you 

can look at the flags the 

vessel has sailed under, 

Directors, manager,  

registered owner etc.  

2. Enable on-going monitoring 

to keep up to date with any 

changes in the vessel’s 

status.

3. And/or move directly to 

screening the vessel against 

the World-Check data.

Vessel Check in action on World-Check One

1

2

3

Search result - drilling down and next steps
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Vessel Check in action on World-Check One 

Parent Case 

Manager on main 

drop down menu

Parent case interface:

1. Assign risk level and Reason

2. Add Notes – such as assign to another user and/or date to re-screen 

1
2

Working with the Parent Case Manager
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UBO data
Partnership with Dun & Bradstreet – 19Q3
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UBO data
Partnership with Dun & Bradstreet – 19Q3
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